Abstract. Substitution box (S-box) is an important nonlinear component in block cipher algorithms. Evaluating the cryptographic properties of an S-box requires attention to criteria such as nonlinearity, differential properties, and diffusion properties. In this paper, Artificial Bee Colony algorithm was introduced for global optimization of random S-boxes, using Pareto improvement to identify highly profitable solutions. The experimental results demonstrated the effectiveness of the proposed algorithm, which simultaneously optimized their nonlinearity, differential properties, and diffusion properties. The proposed model thus offers a new tool for the optimization of random S-boxes.
Introduction
Block ciphers are algorithms that convert plaintext to ciphertext in fixed-length units of bits and are widely used in the fields of information storage and data processing. For example, the Advanced Encryption Standard (AES), which is based on a symmetric-encryption algorithm, plays an important role in coding and decoding [1] . Substitution boxes (S-boxes) first appeared in the Lucifer algorithm and were soon widely used to fuzz the relationship between key and ciphertext in block ciphers [2] . An S-box is equivalent to a complex Boolean vector function, which changes a vector of n bits into another vector of m bits. In general, the cryptographic properties of an S-box are evaluated with reference to criteria such as orthogonality, nonlinearity, differential properties, diffusion properties, algebraic degree, distribution of terms, and correlation immunity. In addition, a reliable S-box has no trapdoors [3] . Swarm intelligence is a subdiscipline of artificial intelligence that concerns the collective behavior of animal communities, from the interactions between individuals in communities to the interactions between communities and their environment. In 2005, Karaboga introduced the Artificial Bee Colony (ABC) algorithm as a model of swarm intelligence based on the behavior of honeybees when foraging for nectar. The ABC algorithm was first used to solve the function-optimization problem. Having confirmed its effectiveness, researchers extended both the algorithm and its field of application. Simulating honeybees' foraging behavior helps cryptographers to represent problems, adjust parameters, and solve multiobjective problems. In this paper, we use the ABC algorithm to optimize several of the cryptographic properties of an S-box.
Criteria for Evaluating S-boxes
In general, the performance of an S-box is determined by its ability to withstand cryptanalysis. In this paper, nonlinearity, differential properties, and diffusion properties are regarded as the main criteria for evaluating the proposed model. Nonlinearity. The concept of nonlinearity was introduced in 1988 and nonlinearity is now regarded as a major cryptographic property of a Boolean function; it describes the distance between a Boolean function and a linear-function class. Let n,m f ( ) 
Differential properties. Differential cryptanalysis is a form of chosen-plaintext attack wherein the difference in input, x ∆ , is statistically compared with the difference in the corresponding output, y ∆ , in a round. Difference-distribution tables provide a powerful tool for analyzing the differential properties of S-boxes. A difference-distribution table is a two-dimensional table with axes x ∆ and y ∆ . Assuming that the inputs and outputs of the S-box are elements in GF (2 ) n and GF (2 ) m , respectively, the elements in the table can be expressed as i,j α , where [5] . The difference uniformity, δ , of an S-box can be defined as follows:
To resist differential cryptanalysis, the difference uniformity of an S-box should be as small as possible. In addition to difference uniformity, robustness, f R , can be used to evaluate the security of an S-box. f R is calculated as follows [6] :
where δ is the difference uniformity of the S-box and σ is the number of nonzero elements in the first column of the difference-distribution table. A large value of f R indicates good differential properties, which means that δ and σ attain small values at the same time.
Diffusion properties. The diffusion properties of an S-box are evaluated by measuring the randomness of the change in output caused by a change in input. In this paper, the strict avalanche criterion (SAC) is used to evaluate S-box diffusion properties.
The Boolean vector function of an S-box can be expressed as 
where ⊕ represents XOR.
In this paper, we use an inverse-probability 
where , j i P denotes the values of elements in the inverse-probability table.
To ensure that the S-box has good diffusion properties, the total deviation value should be as small as possible, as an S-box satisfies the SAC when 0 f D = .
Multiobjective Artificial Bee Colony Algorithm
General description. The ABC algorithm provides a model of swarm intelligence based on the foraging behavior of honeybees, which is characterized by both cooperation and a clear division of duties. In the ABC algorithm, the solution space is analogous to the whole set of food sources, each of which has a different level of profitability. An employer forager is associated with a specific food source and carries the information required to evaluate that source. There are two types of free forager: onlookers and scouters [9] .
ABC solution model used to optimize S-box. To achieve multiobjective optimization, Pareto improvement (PI) is used to evaluate the S-box and the progress of the solution is modified to ensure orthogonality and prevent fixed points. Algorithm 1 describes the stages of optimization using the ABC algorithm.
Algorithm 1: Optimization process Initialize external population scale (EPS), employer forager number (EFN), onlooker number (ON), scouter number (SN), initial food sources (IFS), local exploitation threshold (LET), and maximum cycle number (MCN) round = 0 while (round < MCN) do
Update the food sources and related information using the PI ranking strategy (PIRS) and the updating strategy for food sources (USFS)
Send employer foragers and obtain values for the nonlinearity f N , robustness f R , and total deviation value f D of the corresponding food sources Send onlookers to carry out local optimization using the onlookers' local optimization strategy (OLOS) Send scouters on a random search for new food sources Update the archived elite solutions and related information within the external population round = round + 1 endwhile Algorithm 2 describes the process of PIRS and USFS, which are used for sorting and updating the food sources. 
endif endfor
During the cycle stage, the profitability of each food source is evaluated using the PIRS. According to the definition of a non-dominated solution proposed by Pareto [10] , we assume that one solution, S , dominates another, ' S , if solutions, respectively. The USFS identifies the leading solutions and thus requires food sources to be sorted before they can be updated. The aim of the local search is to identify the optimal solution among the food sources. The local search is conducted using the OLOS. Algorithm 3 describes the stages of the OLOS. 
The results of the local optimization are used to update the elite solutions archived in the external-population set.
Results and Comparison
We used 10,000 random S-boxes in our experiments to test the optimization of nonlinearity, differential properties, and diffusion properties. The results show that the target properties were all optimized at the same time. Fig. 1 shows the frequency distribution of nonlinearity, robustness, and value of total deviation from the SAC before and after optimization. The results show that the nonlinearity, differential properties, and diffusion properties of the random S-boxes were improved simultaneously. Table 1 proposes one of the optimized S-box, with nonlinearity of 106, difference uniformity of 6, robustness of 0.9727 and deviation value from SAC of 1.4375. Table 2 gives a comparison between the proposed S-box and those proposed in [11] [12] [13] , in terms of nonlinearity, difference uniformity, robustness and deviation value from SAC. 
Discussion and Conclusions
The ABC algorithm offers a model of swarm intelligence based on the social behavior of honeybees. Applying multiobjective evaluation criteria to the ABC algorithm makes the proposed model suitable for the optimization of S-boxes. In this model, solutions interact with each other while food sources are updated and the degree of local optimization is controlled by the number of dynamic onlookers and the LET. In addition, the randomness of the scouters' search prevents the algorithm from becoming trapped in a local optimum. In our experiments, a random search was used to initialize the food sources, giving them a low profitability at the outset, but clearly displaying the optimization process. If certain highly profitable food sources were artificially introduced at the outset, the optimization process would take less time. In conclusion, a combination of the multiobjective ABC algorithm and PI can be used to optimize the S-boxes used in block ciphers, and thereby increase their security and the safety of data encrypted for storage.
